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Recruitment, Security Screening and Training

Recruitment and Security Screening

Process Owner:

Quality and Business Objectives:

1 To ensure that the correct people are hired for any given job

2 Tokensure as far as is possible that personnel do not present a current or potential security
ris

3 To obtain adequate information about all personnel who have access to customer’s security
information to make a decision as to their suitability for such employment

4  To ensure that the Probationary Employment of any employee does not exceed 16 weeks

5 To document all Security Screening so that compliance with BS 7858 can be demonstrated,
where applicable

6 To provide an input for the training process by documenting all training and experience

Resources:

1  Security Screening Agency and Contract

2 Screening Controller, Confidentiality Agreement if applicable

3 Application Form

4 Letter of Authority

5 P45/P46

6  Standard Contract of Employment

Method of Monitoring and Acceptance Criteria:

1

Contract with Screening Agency requiring at least a Limited Screening Report and a Full
Screening Report, stating the required timescales, if applicable.

Limited Screening covering the most recent five years (for definition, see Quality
Management Manual Section 4.1) completed prior to commencement of provisional
employment

Full Screening covering the last ten years completed prior to commencement of full
employment. Full employment contract entered into less than 16-weeks after
commencement of Provisional Employment

I.D. Card supplied to all personnel who may visit customers’ premises during the normal
course of their duties

Prior Training and Experience documented
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Recruitment, Security Screening and Training

Process Map

INPUTS

Requirement for additional personnel

from Sales, Personnel or Corporate Strategy

Limited Screening Report received

Full Screening Report received
within 16-weeks

Date in Diary or reminder system without
Limited Screening Report being received

Date in Diary or reminder system without
Full Screening Report being received

Adverse findings OR not possible
to complete Full Written Screening
within 16-weeks
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RECRUITMENT AND SCREENING

PROCESS

Advertise for
position

Y

Arrange Interviews
with respondents

Y

Successful Applicant completes Application
Form and is given notes on third-party
security screening

Sign Letter of Authority in front
of Screening Controller

Y

Prepare Screening Flle and place all
screening documentaton in it. Keep it
separate from all other personnel records

Y

Complete Screening Agency
Order Form with requirements for
Limited Screening and any
timescales that are applicable

v

Send Application Form, Copy of
Contract and Letter of Authority
to Screening Agency

Commence
Provisional Employment

!

Provide ID Card,
if applicable

—}>®
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Contract of Full
Employment

Telephone Screening Agency
for Progress Report

Telephone Screening Agency
for Progress Report

Terminate Provisional
Employment
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OUTPUT

Advert in paper

Interview Notes

Completed and Signed Application Form

Letter of Authority Signed

Screening Agency Application Form
completed and signed copy placed in
screening file

Dates in Diary or reminder system
for receipt of Limited Screening
Report and Full Screenig Report

Limited Screening Report
filed in personnel file

ID Card Register signed to
show receipt of ID Card
ID Card held by new personnel

Starting point for Training
Process

Completed Questionnaires Updated

Screening Progress Check List Completed
and placed in screening file

Contract of Employment signed and filed

Note made in Supplier Records

Note made in Supplier Records

Leaving Interview using Screening Progress
Check List

ID Card Register signed to show
return of ID Card, if applicable
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Training

Recruitment, Security Screening and Training

Process Owner:

Quality and Business Objectives:

1 To identify all tasks and processes that requires training

2 To maintain training records for all personnel so that their status with regard to those tasks
is known, controlled and progressed as quickly as possible

3 To evaluate personnel training so that there is high degree of confidence that all processes
and procedures are being carried out by, or being overseen by, competent personnel

4  To give a framework for rectification of nonconformances in the implementation of
processes and procedures by providing additional pertinent training

5  To ensure that personnel are aware of the relevance and importance of their activities and
how they contribute to the achievement of the quality objectives

Resources:

1 Training forms - Quality Awareness Training Questionnaire, Standard Training Modules,
Standard Training Records, Additional Training Records

2  Trained personnel to supervise and train

3 External training courses

4 Manufacturer’s trainers, i.e. sales reps

5  Manufacturer’s literature

6  Training consultants

Method of Monitoring and Acceptance Criteria:

1

At least annually, all staff is to be interviewed to determine their level of knowledge
retention from earlier training given

Equipment that requires it is supported by trained and competent personnel

Part of the implementation of new processes and methods involves staff training, where
applicable

Reduction in the instances of customer complaint due to staff training and awareness
problems
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Recruitment, Security Screening and Training

Process Map

INPUTS

Initial Training Records required
from Recruitment Process

Induction Training Plan

o—

Previous Page

TRAINING
PROCESS

Produce Training
Records

!

Document prior
Training and Experience

!

Carry Out Induction
Training

!

Complete QA Training
Questionnaire

W

Enter Personnel onto Training
Matrix and assign Modules

Training Needs
Interview Date

Training Needs

Analysis

in Diary

Training Needs identified
from planned changes

Training Needs identified
on Corrective Action Reports

Training Needs identified
due to staff awareness

Entries on Training Plan

Date for follow-up in diary
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New Process, Tools
or Technology

Corrective
Actions

Preventive
Actions
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Identify Further
Training Needs

v
Carry Out
Planned Training

kil

Carry Out Follow-up
Interview

Document Competence
in the Training Records
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OUTPUT

Training Records

Prior Training and Experience
Documented in the Training Records

Induction Training Documented in the
Training Records

Completed QA Training Questionnaire
in the Training Records
Further training subjects planned, if necessary

Entry in Training Matrix
Further Training Modules planned

Training Needs Analysis form filled out
Date of next Training Needs
Anlysis Interview put in diary

Additional Training Planned in
the Training Records

Additional Training Recorded in
the Training Records
Date in Diary for follow-up

Interview Notes in the
Training Needs Analysis Form

Training Records updated
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